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Decision/action requested

It is proposed to endorse this contribution and take it as a basis for decision n on related Key Issues.
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Rationale

Security aspects for the Network Exposure Function (NEF) are defined in Clause 12 of 3GPP TS 33.501 [3] with the most relevant parts summarized below:


[image: image1]
TS 33.501 does not introduce an authorization server or specifies in detail, how OAuth 2.0 shall be applied. Furthermore, it is left open, how the policy checks mentioned in Clause 12.2 relate to the usage of OAuth 2.0 mandated in Clause 12.4, and specifically, how the scope of AF requests could be restricted to certain resources.
Handling of user consent (described in Annex V of [3]) so far only provides a means to provide consent for NEF usage in general but does not allow providing user consent for specific applications.
Further content related to API authorization is provided by CAPIF, whose security properties are specified in 3GPP TS 33.122 [4].

In CAPIF the OAuth authorization function is part of the CAPIF core function. That is, the CAPIF core function performs the functionalities of the OAuth 2.0 authorization and token protocol endpoints (cf. Clause 6.5.2.3 of 3GPP TS 33.122 [4]). Furthermore, Annex C defines that the OAuth 2.0 client grant (as defined in Chapter 1.3.4 of RFC 6749 [1]) shall be used by the API invoker (aka Application Function (AF)).

Observation 1 So far 3GPP defined authorization of northbound APIs in a rather general way but does not provide details related to permission handling and user consent.
In the ongoing SA6 study on subscriber aware access to northbound APIs [5] the involvement of the resource owner (who is typically a mobile subscriber) in the API invocation is addressed. The API access shall be restricted to resources based on permissions controlled by resource owner and access shall be possible only with consent of the resource owner.
Observation 2 The current description of security for northbound API access does not adequately cover usage scenarios addressed in [5]. 
To allow a systematic study of all relevant aspects of security related to 5G northbound API access it is proposed to structure the SA3 study on security aspect of subscriber aware northbound API access [6] along three main scenarios and to also reflect these scenarios in KIs in SNAAPPY.

Proposal 1 The proposed scenarios are:

Scenario1: Requesting party is resource owner.

In this scenario a subscriber is using an application to access resources associated with this subscription.
As an example, a user of a gaming platform might request a better QoS for the game by pressing a "turbo" button in user interface of the game. As a result, the gaming application is invoking the 5G northbound API to set the QoS accordingly.
Scenario 2: Application, which is not directly associated with a single subscriber, is accessing subscriber resources on own behalf.
A typical example for this scenario is the case of traffic monitoring application, which is obtaining locations from many UEs.

Note, this is the scenario, which has been considered by 3GPP so far, but without addressing user consent or permission handling in detail.

Scenario 3: Subscriber is accessing resources of other subscriber using application
One example in this scenario is the situation that a subscriber is using a tracking application to locate other users.
Another example is the case, that in a cooperative game one gamer might instruct the gaming platform to set the QoS of all gamers participating in the gaming situation.
Observation 3 Please note that in all these scenarios the API invoker might be located on a UE or on an application server. Thus, structuring the discussion according to UE location is not the only and might not be the best option to structure the study.
Proposal 2 For all these three scenarios at least the following aspects need to be discussed:

A.  Authorization and Validation of API Requests: 
How is the exact work split between authorization server, AEF, and NFs?

How are permissions and user consent handled?

Is there a need for 3GPP to define new or extend existing interfaces between these entities?

Note: In this context authorization refers to the process, typically executed by an authorization server, of deciding whether a requesting party is allowed to access certain resources. Validation refers to the process, typically executed by a resource server by analyzing a resource request and an access token, of deciding that the scope of an access request is within the scope granted during authorization.
B. OAuth Scopes and Tokens:

How is OAuth applied in the scenario?
Does 3GPP need to define scopes used between the Client and the authorization server, or any other modification or profiling related to access or identity tokens? 
How well are the current API definition supporting the definition of suitable scopes?
C. Dynamic Resources:

How is access to dynamic resources (e.g., resources, which have been created because of a previous API call) handled? 

Does handling of dynamic resources require an interface between the API exposure function and the authorization function? If yes, should 3GPP standardize this interface?

Observation 4 Since same or similar technical issues need to be addressed also the solution space will overlap.
Proposal 3 Solutions need to address all key issues or coexist with or at least not contradict with solutions for unaddressed key issues.
4
Detailed proposal

It is proposed to add three new KIs to the study contributed in:

· S3-221807 relating to scenario 1
· S3-221808 relating to scenario 2
· S3-221809 relating to scenario 3
12.2	Mutual authentication


For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.


Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [5], clause 6.1.3a. The identities in the end entity certificates shall be used for authentication and policy checks. The structure of the PKI used for the certificate is out of scope of the present document.


…


12.4	Authorization of Application Function’s requests


After the authentication, NEF determines whether the Application Function is authorized to send requests for the 3GPP Network Entity. The NEF shall authorize the requests from Application Function using OAuth-based authorization mechanism, the specific authorization mechanisms shall follow the provisions given in RFC 6749 [43].











